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Abstract: With the rapid development of information technology, enterprise and orgnizations are suffering different
kinds of cyber security threats. Security Information and Event Management ( SIEM) is playing an essential role in finding
insider threats, suspicious behaviors or other advanced attacks based on its correlation capability. The SIEM detection capa-
bility relies on accurate and reliable correlation rule, however, traditional way of generating rule depends on human expert
knowledge , which is costly and time consuming with low efficiency. In this paper,we propose an adaptive rule generation
framework to generate correlation rule automatically. First,in order to identify unknown attack in a better way , we propose a
security event classification algorithm based on One-Class Support Vector Machine ( One-Class SVM) to classify security e-
vents effectively,and results show that classfication rate reaches as high as 97% . Secondly, for purpose of improving rule
generation accuracy rate,we propose and optimize Genetice Programming ( GP) rule generation algorithm by redefining in-
dividual structure,cross and mutation operation, and results show that best individual fitness reaches as high as 94% . Experi-
ments have been performed and results show that our approach has the ability of self-adaption to identify unkown attack,a
competitive threat detection accuracy rate as well as reducing human labor engagement. We also implement our approach to
a real production system and more attack type could be detected compared with existing system.
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WEB- ‘ ‘
168 | execution, nasm, perl, admin, remote, host, Isof,
ATTACKS
conf/httpd. conf,. htgroup
sendmail , CSMMail , exchange , handshake , addres-
SMTP 38

ses, AUTH,SSLv2 , base64 , At-tachment , ActiveX

fip, login, attempt, forward, passwd, authorized _
FTP 448 | keys, pipe, Chown, Vulnerability, ProF TP, Exploit,
Buffer, Access , Write , File, MODE , Mkdir, Explorer
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timeout ftp command overflow attempt format string snort tftp root
1 3 2 2 3 1 1 0 0 0
1 3 13 2 14 0 0 1 0 0
1 6 4 5 6 1 1 0 33 11
2 80 27 51 80 0 0 20 0 0
2 116 36 72 116 2 2 30 0 0
2 117 39 75 117 0 0 30 0 0
3 109 36 70 109 1 1 30 0 0
3 2 13 2 13 0 0 0 60 20
3 5 4 5 5 0 0 0 0 0

3.1.3 HEFE FOEA WA RN 2 —REE, AR5 K TR
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FRR LT UG, SR, 4 His 7 TAER
K. VAR SEURIEE R E SR 5 FIHEA A
R AR SR LR B e 4 RO BARTR L
FEANIE 2 7. X 805 09 PR AS A T 40 46 b < R il 3
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MEAF(4),(5),(6) K33 vhE SCRY TR VA HE .
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L i J
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Actual Label Prediction Label Result
Positive Positive True Positive( TP)
Negative Positive False Positive( FP)
Positive Negative False Negative( FN)
Negative Negative True Negative (TN)
TP
recision = ———— X 100 4
P TP + FP (4)
TP
recall = x 100 5
TP + FN (5)
TP + FN

- 1
aceuracy = op w4 4 N 10 (6)
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1 i 118 e A DG P AR i 2 A A oAy S PR R 2 1
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FSRXF LA AT HA : (1) 38 2-HU0N - 5 5548 21
B ME— L] e =F @ PERRIRAF, 4390 id , name , priori-
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Z 5N,
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PR, BRI 45 14 i 550k B AL AR 180, HE 454 BE AL
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oA R SCIRFIN , M DA AE S B PR v R

PRI, 5 SCEE B SCN AN A B L5 4, A PR B 17
FeER 43 A AL % I 18] 2 17 (Time ) Kt B4 32 ( Oc-
curence ) J&PE(H , A5 M43 42 & SID ( Security ID) &
PID(Plugin 1D ) J& £ {H. & X 17 5 R /ERF, 4051
AND(5) ,0OR( &), EQ(#14F) ,LE(/NT 45 T) I GE
(RTEET). 1 SN N A PR EUR TR 3%
18 Ja P AL 455 T S N E] 77 11 (time window ) , H BEA#E (oc-
currence ) , ffi ff id (pid) , %4> id (sid) 5. PRI &
(root node) B3R B AE Sl AND #AEARF, 4N &l 4 Fir7s.
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JE AR A A,

3.2.2 FhEEMIRWL

GP T (4 97] If £ 48 42 4l 390 5% I & 1 2 80005 5L
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=
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14.04 #BAE R 55, FH P EHL4L S Windows7 , Windows10
S macOS 25 WARME R 5¢.

YIZR5 IR 4 1 ] MACCDC 2012 %4548, &
T M L R, S T 16 A4
peap SCHE, SCE R /NVAE T 16. 63GB. £, 55 24 22,694,356
AP A B, LT3 s 4 IR, ik, R T &
webshell 5 ]85 2 BB 8. P2 — AR # AR Y
Y5 s 4

0SSIM AR %5 %%

]| (&) LJ|L

Hiti

l l l Tk B 112

;j: (OO
IEW P EN = =
FHL v ... Windows &4t, Mac &%, l l I__Ll I__Ll
B %% - -

F9  AIABE M FNE . 11N0SSIMARSS %, 205 I EHL, 208 BEIHL, 2568 shik& 106 3E 6L

4.1 EF One-Class SVM Z&EHHEE L1
ZER 53k o
X F 2 AP, AR CLL MACCDC 2012 %%
P FTP B0k Ay 491 8 % B 3% 1 43 SR B A T P A.
SEIG TN FTP Mo S5 4 2631 9051 4%, 1B 4
FHFEJS T 9050 F%. MR (R il [ B 7 Sh i 1 4l 4
T %% 4 J& One-Class SVM 4y R B 1L £ X FTP 2+ 47
YIRS 2 . X TR — R gh i 10 2, il
ST IEAREA T DR RS 0 R, 3 10 R L UER R &
AL B S UK, O HER R A2 (6) X FIE R
FEAS 1 X 53l 2k BT £
LB H LA 2 AL S G Bk ke S o 2R AR
TEA TGOk T IO g7 ik A
T 22 o 2110 gy e L OR [ 7 I 108 T 5 Y

R4 SVM REFHSREEX FTP HHITHLNITHWER

2y i) T H 4 G3HH (%)
BHFS | Ewe | o | REeRR | BER | ek
10s 224 578 96.31 99. 48 96. 79
30s 256 325 99. 99 93.23 95. 86
60s 214 217 99. 99 93.55 96. 76
300s 186 75 99. 99 96. 00 98. 94
1800s 196 22 99. 99 95.45 99. 54
3600s 157 16 71.43 93.75 96. 85
Total 1233 1233 97.70 96. 43 97.08

AANIE] AN T GE Ty ik BRI A P R AR
ANAE i R T N Y ) S R AT G e A, AEL TR I T
i PR i 80—y AR B Y STt o A 28 4, —
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e IR Y 2 B R LB IR X, R ) AR R R R S
AR AR Z [ JCIE P B - 5. SCRRL LL ] ] T 5E it
I o B2 B2 ARUAC U3 IR 285 7 42t T A S 3, X8
Pt flood I flash 1331 8 i & Sl (9 52 B U =
HNT7.4% ~93.0%.

BT RN B9 70 207 05 B L K g S R
S IM RER R  (E i T O e SRS R, X
BT B AR R 4 oy UG A A AR, HE I SRR
(19 T HR F AR 47 D MU A9 AR AGHI 28 S8 S B A
KT E Rk 99. 3% EL[R] I FLR AR R AR Rk 6. 87 %

T 2 IO 2% 14 5 TR S Bk Y T Wi Y = 2 ) AR
FLZ ANN XS FF 97 S HERf R AU L 2 81% 247, 41
FHCRAE AR T 2 )2 ANN X254 1 20 i i R

IBEN 99% LA A 52 B B2 B8 (19 73 FEBOCR B
28, BT A1 O, Toik BT T S
4.2 ETGPZ£MMBHEREEIRERE
Eb o4
(IR e e o WAL N S e R S0 RPN SR g T S €
{132 MACCDC 2012 ¥di 4k i) FTP ety , {H 22 4= ML)
H A AR A NDR B 4.1 iR 285k
AP IER . TR S Bon TS L X FTP Yo
B — U A A B S AR H B i/, 3 B
LI N BE R AE. 181 10 SR T B AR B B R (B B
Hor fre AV FE AR TE S 33 YRR AR ™ Az, L3 1o JE {1
4 94.0029% .

GPZ 2 U A= il S5 A MU TR AN A= Bl 17 #a 3 F&]

= I fE R A
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A T8 R AR TR /INIE R AR
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ML fE
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BRI

10 GPHLIN A 34 iR EE AR OEANTIE BY FEAEE 2 ) 3T S0 Gk AL

£S5 GPREMMERE LT FTP B 4 BRI RN A 5 R A
HWEEEMEHETIR

BRWEL | MEEE ﬁ‘ﬁg J‘Sﬁjﬁ RIS N AR (% )
HE e/ ME
0 1000 9.0213 | 0.0458 50. 7856
1 747 12. 1574 0 86. 8334
2 743 14. 0704 0 86. 8334
30 743 41.1015 0 89. 9445
31 757 41.5572 0 94. 0029
32 731 41. 6551 0 94. 0029
33 743 41. 9451 0 94. 0029
34 748 41.9121 0 93.9832
48 750 43.9318 0 93.4891
49 728 44.138 0 93.4891
50 746 44.1772 0 93.4891

AT X GP AL A B A RS R B
AR 57 AT P AR M, A7 2 st 4 8 1 DT I 3 7 S
(B, e 2 SRS B, 4R B d 0 1 ) B
ARG, AT BB T3 6 Ton T R A 1
ST XEAS A Mt 26 20 14 S 0 495 SR %) Loy B T LR
M AR SO AR AR 010 722 4 190 U0 3 7 32 SR [ 16 ] AH
FARE) T WIS T HE T ik W SCHk [ 20 | 2 — i gk
T UG & (Attack Graph) iR BUN 3%, B4 K2
AR R RE Ty, S2 56 R Hd I ARk 3] 95. 58 % , {2
HA R [l R HOAS I BE ) T2 B & A A9 T ) 15
S CVE 25, X ok Ul i R R0 2k DOk HEA T A 5
SRIR. SCRR 21 92— i B 5 2R ) A (Hidden
Markov Model , HMM ) X {0 AT B A2 4 (9 7 1%
JHC S ) 3R T A (] ) B[R] 76 1 4
HEXCE 5 O BEA T AR L B 41 ORI, %07 v B AR X R
R R i R AT IO A BE D, R BN R SR
LR R B, M H LS R A R AU A T DOS
ke X — AP R TE AN AL
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KA : — LT One-Class SVM I GP “& @ IR AL A 1 7 005 1801

R6 CPREMMAEREENARLEXREBMALH LRI
S

(a) 3CEK[16]HM &R E % (b) AXTIEMWEREE
HMARBHRBEMENERE  SHARRGREMNENEE

YR Best Fitness e 28 m Best Fitness

Bredavi trojan A 75.7 FTP 94. 00
Bredavi trojan B 79.1 SMTP 93.44
Conficker solaris 79.5 SQLInj 78. 14
Dell remote access 79.5 DNS 75.36
Brute force SSHD 71.5 DDOS 88.76
Port scan 79.4 SCAN 88.01
Spyware 80.6 EXPLOIT 90. 79
Telnet worm 80.9 ICMP 86. 88

Web scan 79.5 WEB 81.70

4.3 BEIXBERRIMN

Fege 4.1 e 42 I E T FTP i e R ) A
XMREHAT TS S0l TR AAESC AR R
H BUAH [ R 2 B A S g i 4 2R AU BE T DDOS 14
TR L ER &5 AL, UL, A SO ] MACCDC 2012 %%
figk rfr DDOS Hki AISCHR [ 16 ] v i) 3 28 Lo AL 3k 37 &2
ZERPEAT T X A, SCRR 16 ] X% DDOS il 1 73 28

HERR Rl 81% , A U7 3 ROR MER SRR 3 T
97.08% , 53 ZS5C R WA S 4 5. i T GP B DU) A e B3 3k v
Y A7 B U] fH T34 79. 5% & 5 2 88. 76 % , 15245 T4 3C
TAEXT GP AMAREE A, A8 5 7 I E B S, 325 Tk
5 4 [l .

BUAN AR SCHEAIE T Moo S 70 W o =F 1 S 6 2
Xt Z2 P 2 R ik i DDOS, DNS, SMTP, WEB-AT-
TACK,SQL-INJECTION , EXPLOIT, SCAN fI ICMP % H:
BTG A N PEAT T 5L 00 I UE. T 41 52 50 £ 4 L
T3 7. One-Class SVM 4325815 1) 43 28 1 1 26 30 L Ry
88.85 ~98.84 (% ) , H:i EXPLOIT I if: iy F X0 ¥ ke A
i/ B 43 2 55 SR AR, I g o 25 R v i R 1
T 94% 3 FARAAT T GP 22 A N A Bl
P F1-Score 1 by Hoathi I B $5 45 , 45 5 5 Ay 359 i, 336 1y J3E
{EYEFE R 75.36 ~94.0( % ). 1M SCHK[ 16 ] XA [R) e
iy PG L BE IR 75. 7 ~ 80. 9 ( % ) X [].

SCHR[ 16 ] P S B 25 AL & W 2 ek DDOS FIJL
Fift Metasploit Exploit Jg i FIl FH , FE &4 45 th B A& 5256
RGP R MERR R A R A 433
UL ARSCHRIE T 2 B R 2R, BRI 0 25
BRI Ry 5 M, 2B A R U3 7 B B4R, & 1 OSSIM
ARSI A o 2.

RT SVM REEHSEEEN CP ZEMMNEMBEEZN AR R ELEENA LI ER

One-Class SVM & 4 St 43280 (% ) GP LA A 5 (% )
Kty
Precision Recall Accuracy TP FP TN FN Best Fitness

FTP 97.70 96. 43 97.08 96. 26 3.74 71.84 28.16 94.00
DDOS 88. 89 88. 89 94,32 91.48 8.52 69. 23 30.77 88.76
DNS 82.35 89. 36 98. 47 63.96 36. 04 95.90 4.10 75.36
SMTP 91. 67 89.79 9. 51 96. 03 3.97 87. 88 12.12 93. 44
WEB 94. 07 96. 88 96. 31 76.71 23.29 87.37 12.63 81.70
SQLInj 92.29 82.92 97.51 72.75 27.25 96. 36 3.64 78. 14
EXPLOIT 93.91 83.08 88. 85 99. 04 0.96 76. 47 23.53 90. 79
SCAN 97.51 91.32 95. 14 83. 89 16. 11 91.54 8.46 88.01
ICMP 98. 82 98. 85 98. 84 81.47 18.53 87.09 12.91 86. 88

4.4 EPBFEFIFE OSSIM RGE LW ER BN

KT VA AR SCO7 I 1 SE PR, 7 SE PR AR PR R B
i FI A &R T P& OSSIM R4, o — N & HUpl i 0S-
SIM R4, 75 4 — & MG N T 2 SCHE A 40 00) A B A
2. DL FTP Bk Ay 8], S Brsr I 45 5 an el 11 .

BRIN OSSIM R4 To ik K il FTP Tk, AN h A% s
45 th /b s 1) INFO S0

BB AR SCHE SR S 1 OSSIM. & 45 46 31 10,008
B S, A2 B 340 AR BRILZ M, SEgn g R iR
FARLIE B A 30—, DD T OUAR IR B4

PRIECRSE I 15 2 712, R W R ARAL 15 W2 230
RIVRT AR A e, A SCHR R O 8k B AR A R
.

5 #ig

AP T —Fp T One-Class SVM F1 GP [y Kk
N B B A 17 220k B 8l Az OGN % 5 v H A
T A IE I RE T3 R AR 0 A B s U IR 2E AT R I RN 4
A A S A GRS PR AR 7 BB A SCIRE
W T NTERSE FEE TR0 A i R0 000 A )
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ALARM NAME EVENTS RISK DURATION SOURCE DESTINATION STATUS ACTION
Relffeny B Attatks - Wensevar ek ST 94 21 days 192.168.202.102:1641 192.168.27.101:ftp Open @
HRlvey Rptark— RiSh S rer Atk — R 15 21 days 192.168.202.102:3565 192.168.25.101:tftp  Open &3
ReElVEn B nisE Ve Alch SR 15 21 days 192.168.202.102:3799 192.168.24.102tftp  Open @
Pelivery & Attack —A#SESKQ“’” Altack —FTP 15 21 days 192.168.202.102:3448 192.168.22.102:tftp  Open &3
P e ttadk = BT 32 21 days 192,168.202.102:4849 192.168.24.101:ftp Open &3
RRlbreyantiack - Mishae tibriAitodk — FiE 80 20 days 192.168.202.118:53302 192.168.21.103:ftp Open @13
REIvEry EAHALZ NEDSever Attack — Tk 16 21 days 192.168.202.102:2468 192.168.28.1:tftp Open &
Belieny Septises o MenanER Attt s RTR 15 21 days 192.168.202.102:2513 192.16821.152tftp  Open &
Pelien cliat X e Aliatk BT 15 21 days 192,168.202.102:2224 192.168.23.2541tftp  Open &3
Pelivary & Attack —A#?éie“’” Attack —FTP 18 21 days 192.168.202.102:3911 192.168.21.102thp  Open (@
Pelien At s Altac, = G 15 21 days 192.168.202.102:3501 192.168.25.252:tftp  Open &3
HRlvey Rptark— RiSh S rer Atk — R 79 21 days 192.168.202.102:4507 192.168.28.252tftp  Open &3
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